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Significant developments since the publication of its bestselling predecessor, Building and Implementing a
Security Certification and Accreditation Program, warrant an updated text as well as an updated title.
Reflecting recent updates to the Certified Authorization Professional (CAP®) Common Body of Knowledge
(CBK®) and NIST SP 800-37, the Official (1SC)* Guidetothe CAP® CBK®, Second Edition provides
readers with the tools to effectively secure their I T systems via standard, repeatable processes.

Derived from the author’ s decades of experience, including time as the CISO for the Nuclear Regulatory
Commission, the Department of Housing and Urban Development, and the National Science Foundation’'s
Antarctic Support Contract, the book describes what it takes to build a system security authorization program
at the organizational level in both public and private organizations. It analyzes the full range of system
security authorization (formerly C& A) processes and explains how they interrelate. Outlining a user-friendly
approach for top-down implementation of IT security, the book:

- Details an approach that simplifies the authorization process, yet still satisfies current federal government
criteria

- Explains how to combine disparate processes into a unified risk management methodol ogy

- Coversall the topicsincluded in the Certified Authorization Professional (CAP®) Common Body of
Knowledge (CBK®)

- Examines U.S. federal polices, including DITSCAP, NIACAP, CNSS, NIAP, DoD 8500.1 and 8500.2, and
NIST FIPS

- Reviewsthe tasksinvolved in certifying and accrediting U.S. government information systems

Chapters 1 through 7 describe each of the domains of the (I1SC)*® CAP® CBK®. Thisisfollowed by a case
study on the establishment of a successful system authorization program in amajor U.S. government
department. The final chapter considers the future of system authorization. The book’ s appendicesinclude a
collection of helpful samplesand additional information to provide you with the tools to effectively secure
your IT systems.
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From reader reviews:
Jack Alexandre:

Baook will be written, printed, or highlighted for everything. Y ou can realize everything you want by a book.
Book has a different type. To be sure that book isimportant thing to bring us around the world. Next to that
you can your reading expertise was fluently. A reserve Officia (1SC)2® Guide to the CAP® CBK®, Second
Edition ((ISC)2 Press) will make you to become smarter. Y ou can feel far more confidence if you can know
about every thing. But some of you think in which open or reading a new book make you bored. It is not
necessarily make you fun. Why they are often thought like that? Have you trying to find best book or suited
book with you?

David Bolds:

What do you concentrate on book? It is just for students since they are till students or it for all peoplein the
world, the actual best subject for that? Only you can be answered for that query above. Every person has
diverse personality and hobby for every single other. Don't to be forced someone or something that they don't
would like do that. Y ou must know how great and also important the book Officia (ISC)2® Guide to the
CAP® CBK®, Second Edition ((ISC)2 Press). All type of book would you see on many sources. Y ou can
look for the internet sources or other social media.

Betty Bobbitt:

Nowadays reading books become more and more than want or need but also become alife style. This
reading addiction give you lot of advantages. The benefits you got of course the knowledge the particul ar
information inside the book that improve your knowledge and information. The knowledge you get based on
what kind of reserve you read, if you want have more knowledge just go with education books but if you
want truly feel happy read one using theme for entertaining for instance comic or novel. The particular
Officia (1SC)2® Guide to the CAP® CBK®, Second Edition ((1SC)2 Press) iskind of book which isgiving
the reader unpredictable experience.

David Peacock:

The book untitled Official (1SC)2® Guide to the CAP® CBK®, Second Edition ((1SC)2 Press) contain alot
of information on the item. The writer explains your ex ideawith easy way. The language is very
straightforward all the people, so do not necessarily worry, you can easy to read the idea. The book was
written by famous author. The author will bring you in the new time of literary works. Y ou can easily read
this book because you can keep reading your smart phone, or product, so you can read the book inside
anywhere and anytime. In a situation you wish to purchase the e-book, you can start their official web-site as
well as order it. Have a nice go through.
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